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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Project Name: Remote Imaging of A system
Tool Used: Belka Soft Evidence Center

Platform: Windows
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= C X ARSI P

(™ Dashboard | £T3Case Explorer (%] | 00 Overview (%)} 2 Timeline ) | [W] Bookmarks %] + [@File System (%] | A~ Task Manager (%]} G Ren Acquisition (]

V" € Incident Investigations [x)

Case name: Remote-System-Imaging
| New case
Root folder: C:\Users\Yousuf\AppData\Roaming\Belkasoft\Evidence Center
| ’ﬂ Open existing Case folder: C\Users\Yousuf\AppData\Roaming\Belkasoft\Evidence Center\Remote-System-Imaging
Investigator: Yousuf & Shafi|
Time zone: (UTC+05: lamabad, Karachi
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DESCRIPTION :

The main objective is to acquire an image of a system remotely via an agent. Two (02) Windows 10 machine deployed. One Windows 10 machine act
as a management server (Belka Soft Evidence Center 9.9) and Second windows 10 machines used for imaging.
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||_J |EaAMs.exe 14334 4

Network Activity B 1 Mbps Network /0 M 0% Network Utiization

Filtered by System

Image Address Send (B/sec)  Receive (B/s. Total (B/sec)

System MYHK bbrouter 176519 176,983
System 192.168.208.255

System 192.168.16.255

System 192.168.0.255

System MYHK-IMPK bbrouter

System 239255255250

System 22400252

System 5211413368

System 5211320651
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Image PID Local Address local..  Remote Address Packet Loss (. Lati

[ System 4 192.1680.57 445 192.168.0.56 0

System 4 192.168.057 63974 192168056 0
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