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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Project Name: Memory Forensic & Analysis.

Tool Used: Magnet RAM v1.2, Dump IT, Redline v2.0, Magnet AXIOM v4.10, Hexeditor

Platform: Windows
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Magnet RAM Capture =
RAM Capture v1.2.0

Copyright (c) 2014-2019 Magnet Forensics Inc.
http: //www.magnetforensics.com
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Segment size: Don't Split

Save RAM capture to...
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DESCRIPTION :

Memory forensics is forensic analysis of a computer's memory dump. Its primary application is investigation of advanced computer attacks which
are stealthy enough to avoid leaving data on the computer's hard drive. Consequently, the memory must be analyzed for forensic information.

We follow following steps which include Acquisition of memory, Analyzing the acquired data, Recovering the evidence for which we use tools like
Magnet RAM v1.2, Dump IT, Redline v2.0, Magnet AXIOM v4.10, Hexeditor.
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EVIDENCE SOURCES ANALYZE EVIDE

SELECT ITEMS TO DOWNLOAD SOURCES TO PROCESS

Cemputername - PKKHICCCLOD23

UG Username  Uzair
OO toclendpoint 1021688407

Computerstatus Connected @

SEARCH IN PROGRESS

REVIEW AND SELECT THE DATA FROM THE TARGET COMPUTER

Type Image - location name Evidence number Search type Start time
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