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Project Name: Memory Forensic & Analysis.

Tool Used: Magnet RAM v1.2, Dump IT, Redline v2.0, Magnet AXIOM v4.10, Hexeditor

Platform: Windows

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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DESCRIPTION :

Memory forensics is forensic analysis of a computer's memory dump. Its primary application is investigation of advanced computer attacks which

are stealthy enough to avoid leaving data on the computer's hard drive. Consequently, the memory must be analyzed for forensic information.

We follow following steps which include Acquisition of memory, Analyzing the acquired data, Recovering the evidence for which we use tools like

Magnet RAM v1.2, Dump IT, Redline v2.0, Magnet AXIOM v4.10, Hexeditor.
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