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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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Project Name: Static And Dynamic Malware Analysis
Tool Used: Static Analysis: Peid,Pestudio, CFF Explorer, EXEinfoPE Dynamic Analysis: Any.run
Platform: Windows

Work Around Existence: Any.run | Cookoo sandBox
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DESCRIPTION :

The malware analysis with advanced static analysis tools PEstudio, EXEinfope, PEid and CFF Explorer are capable of providing more complete
information about characteristics of malware, such as the information of malware to infect another programs, as well as modifying the registry and
create new files and folders. Whereas on basic methods of malware dynamic analysis can discover DLL of malware, the process of malware inside
the system, as well as the network connection performed by malware against the server.
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