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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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Project Name: File Shredding & Non Recovery
Tool Used: Hard Wipe, File Shredder, By using Script.

Platform: Windows

File Shredder v2.5

Hardwipe (Done)

71.51K8
®

Completed OK
Location: Multiple Ttems in E:\ ;3;54
416 KB (4 Files) KEEP CALM
UPGRADE NOW!
Confirm

reto shred file(s)?

The operation was successfully completed. Upgrade wse this reminder

10056

write @

Verification Pass

Shred Files iow...

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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OBJECTIVE::

Permanently remove important and critical files from your Computer storage, USB and SD card in such a way that the those files and data should
not be recoverable by using any data recovery software.

DESCRIPTION :

It is a general assumption that when we delete any files from our device, USB or SD card, it is deleted permanently but actually it is not. Your
deleted data can easily be recovered by data recovery software. Today a lot of data recovery software are available so anyone can easily recover the

data.

We often sell our laptop or mobile by formatting the hard drive or installing the new window so the new buyer can easily recover your sensitive and
important data.

So here we will discuss the methods how we can permanently delete the data so no one can recover it and this techniques is called file shredding.

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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IMPORTANT POINTS :

Sometime data can be recovered through tools which you can purchase from different sources but data deleting through script can not be
recovered.

Wipe Data
is incorrect.

Wipe Data

e synta t command
] Format the Dr;ve and wipe
% Delete the Directory and Hipe

Overwrite Disk spaces

Wipe Data Permanently

_________________________________ Delete the Directory and Hipe

he syntax of the command is incorrect. bbrive: -
11 Format the Drive and wipe voltme &2r751YRumbeR®12%e65% A0 c
2] Delete the Directory and Hipe Directory of Etx
3] Overwrite Disk spaces B2 182022 12:26 AM <DIR> 123
021802022 12:26 AM <DIR> abed
119622021 ©4:37 PM 19,441 EH notes.docx
120942021 az:47 PM 276,647 My-CV.pdf
Q2 26,2022 QA7:37 PM 44477 Nadeem NTDC NOC, docx
P2 D6/2022 726 M 79 3 NTDC interview letter. jpeg
4 File(s) 19,981 bytes
2 Dir(s) 2,120 441,856 bytes free

enter your directory want to delete
IDlrectory 123
OVERMWRITING DISK SPACES

To remove as ;G;;_EEE;_;;_;;;;:EI;__;I;;;;_;Iose all other applications while
running CIPHER ~Ll.
lriting Ox20

Do vyou want to restart? Press 'y’ and enter for Yes OR 'n’ for EXIT:

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.



