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Project Name: Malware Analysis of Android Phone

Tool Used: Dex2Jar (Version 0.0.9.15 ), JD-GUI (Version 1.6.6 ), APKTool (Version 2.3.3 ), Mobile Security Framework (Version 3.2.)

Platform: Windows, Kali Linux

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
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DESCRIPTION :

Object of the project is to Analyze malicious code embedded In the APK by reverse engineering the application. And then using static analyzing for

malicious code embedded in the APK. Operating system was ‘KALI LINUX’ and tools used for analysis , reverse engineering and for embedded code

are as follows Dex2Jar (Version 0.0.9.15 ), JD-GUI (Version 1.6.6 ), APKTool (Version 2.3.3 ), Mobile Security Framework (version 3.2.)
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