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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
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Project Name: User Threat Intelligence (Tl) Gather.

Tool Used: Maltego

Platform: Windows.

(© MALTEGO

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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DESCRIPTION :

We use Maltego which will search and capture as much information of user by crawling through different websites and social media
networks and it will be based on (email address/username/phone number) etc.
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ews DNS Name
Domain Name System server name

Domain
An internet domain

IPv4 Address
An IP version 4 address

wx MX Record
A DNS mail exchange record

NS Record
A DNS name server record

Netblock o e e
A range of IP version 4 addresses . 41T T e =

URL
An internet Uniform Resource Locator (URL)

m Tracking Code
Represents a tracking code for a web service
64.74.0.0-64_7]
Website
An internet website

R «x _________
+ 4} Transforms » jiIE A . g s S = 91.225.248.0-91.225 251.255
— © Machines e X 3

Prune Leaf Entities =% >

Maschine to prune leaf entities

| e ST - -

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.

Ubaid



USER THREAT INTELLIGENCE (T1)
GATHER

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.

Ubaid



