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DISCLAIMER

This document does not promote or encourage any lllegal activities, all content provided in
this document is meant for education, research purposes. The document is not
transformative in nature, it is used for teaching purpose.

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for
“fair use" for purposes such as criticism, commenting, news reporting, teaching, scholarship,
and research. Fair use is a use permitted by copyright statute that might otherwise be
infringing. Non-profit, educational or personal use tips the balance in favor of fair use.

The document is created with the intention of educating others in a motivational/inspirational
form. Do not try to use the scripts/code/methods if it is not legal in your country.

| Do not take any responsibility for anything you do using this document, Use at your own
risk.
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Project Name: Remote Cloning Within Network
Tool Used: VMware VCenter standalone converter version 6.1

Platform: Windows, VM ware

vmware’

VMware vCenter-

Converter Standalone

Note: The information posted in this document is for Research & Educational purpose only, illegal use of this document may violate the security law varies
upon the country. Do not try this for offensive purpose.
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DESCRIPTION :

In Remote Cloning within the network we use different tools to clone the other device within the same network. We use Virtual machine and the
windows machine. We clone Virtual Machine network on the same machine by using tools.

nl ning] ac

File Machine i Input DO emd.exe

Ethernet adapter VMware Network Adapter VMnetl:

Connection-specific DNS Suffix

Windows IP Configuration Link-local IPv6 Address . . . . . : feB@::4587:1dbb:ab7:2c8d%5
oy IPv4 Address. . . . . .. .. .. :192,168.230.1
& 2 Subnet Mask . . . . .. ... .. : 255.255.255.8
Ethernet adapter Ethernet: Default Gateway . . . . ... ..
Connection-specific DNS Suffix . Ethernet adapter VMware Network Adapter VMnet8:
Link-local IPv6e Address . . . . . : TeBB::1595:3399:c2ca:bfal¥%4
IPv4 Address. . . . . . . . . . . = 1?%.1??.3%:1 Connection-specific DNS Suffix
Subnet Mask . . . . . . . . . . . : 255.255.255.8 Link-local IPv6 Address . . . . . : fe88::148f:e5b6:6ald:274e%11
Default Gateway . . . . . . . . . ! 192.168.32.48 IPv4 Address. . . . . .. .. .. :192,168.183.1
) Subnet Mask . . . . ... ... . : 255255.255.0
Tunnel adapter isatap.{72E6CCEB-71A5-497A-96DC-8BY8C1CB66DD} : Default Gateway . . . . . . ...:
Media State . . . . . . . . . . . ! Media disconnected Wireless LAN adapter Wi-Fi:
Connection-specific DNS Suffix . : Task D
Connection-specific DNS Suffix
Tunnel adapter Teredo Tunneling Pseudo-Interface: SUMME Link-local IPv6 Address . . . . . : fe88::2922:c550:bc7d:da2e%12
IPv4 Address. . . . . .. ... . : 192.168.32.108
Connection-specific DNS Suffix . : [l subnet Mask . . . . . ... ... : 255.255.255.8
IPvEe Address. . . .+ . . . I 2801:8:2851:782c:4f5:abed:885f:fcof Default Gateway . . . . ... .. : 192.168.32.48

Link-local IPv6 Address . . . . . : feB8::4f5:abed:885Ff:fcofXs Type
Default Gateway e e . Lo

C:\Users\Winle:> w Media State . . . . . ... .. . : Mediz disconnected

— 8:42 PM Startg
1 | £
= O M m g £ S = =D = i
g0 B C: \Users\Xohaiyr Xohairy>
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| Source System
) Convert maching Select the 50UrCe SYRem you Want to convert

Viwby: ¥ ks

Task ID Jol| Source System Source: none Dostination: nene

Destnazon System
Optons
Sumemary

&3 3
@ Powered oo C Powered off

Remote Windows machne  ~

Corvert any powered on physical or vl
Vrdows macwe.

Select source type:

I, ¥l Convert machine|

, 'H

View by: ¥ Tasks

er| B Conversion

Destination System
Select a host for the new virtual machine

Soecty the poweced on machee B Machese Detaits for DESKTOP-2VKEMMU

P address of rame: |192.168.32.1

DESKTOPAVIIMNY
Physcal machne
BOS

Dk D 3R FARL Password:

Operating system: Windows 10 (64 be)

Total stze: 0GB

Number of vCPUs: 2 (1 sockets * 2 cores)
RAM; 338818

Network: Net

Task ID Jol
FEE)

Task D 3: ® FAILE
Summary Ta
Conversion staf

Type:
Created:

Source: Ell 192.168.32.1 [Windows 10 (64-bit)]  Destination: none

Source System
Destination System
Options

Summary

Select destination type: [VMware Workstation or other VMware virtual machine = |

Creates & new virtual machine for use on YMware Workstation, YMware Player, VMware Fusion or
other VMware product.

Select VMware product: [VMware Workstation 11./12.x x|

Virtual machine details

Name: [Remote VM Cloning

Select a location for the virtual machine:
[\Wohaiyrig

/iy Important:The destination must be a valid network path accessible to VMware
wCenter Converter Standalone agent.

~|  Browse...

Enter credentials

Provide credentials to be used when connecting to the network share of the destination virtual
machine.

User name: !ﬁ

[ Export logs...

Source disks/volumes biyout: Status:
Dak 1 <M2R> - 60 GB
Systemn Reseved (\\7\\olime{¢a4e8¢1-0000-0000-0000-100000000000)1) - 320.78 Mt

() - 20,29 GB usec / 59.51 GB total <NTFS>

Password: [====]

Started:
Failed:

| ||
[om ]

Protocol
SMB2
SMB2
SMB2
SMB2
SMB2
5MB2
5MB2
SMB2
SMB2
SMB2
SMB2
SMB2
SMB2
5MB2
5MB2
SMB2

{ Hed Export dagnestc bgs...

Time

218.995348
218.996245
213.996895
213.993542
213.999156
218.999372
215.9997a8
218.999925
219.888478
219.888851
219.881831
219.881389
219.887332
219.887896
219.883615
219.889542

Help Eme: e (T <Back || next> I

Info
Create

Source
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.8.114
192.168.8.118
192.168.8.114
feB@::1595:3a99: c2¢C..
fe88::a922:c550:bc7..
fed8@::1595:3a99: c2¢c..
fe8@::a922:c550:bc7..

Destination
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168,
192.168.
192.168.8.118

192.168.68.114

192.168.68.118

feB@::2922:c55@8:bc7..
fed@::1595:3a99:c2C..
fed@::a922:c558:bc7..
fed@::1595:3a99:C2C..

.118
114
118
114
118
114
118
114
118

.114
.118
114
11@
114
118
114
11@
114

Response, Error: S5TATUS_OBJECT_MNAME_NOT_FOUND

Request File: Z\Z.wmdk.lck\E24878.lck

Response File: Z\Z.vmdk.lck\E24878.1ck

Request File: Z\Z.wmdk.lck;Find Regquest SMB2_FIND ID BOTH_DIRECTORY_INH
Create Response File: ZA\Z.wvmdk.lck;Find Responsej;Find Response, Error: STATUS
Close Request File: ZZZ.wmdk.lck

Close Response

Write Request Len:512 Off:® File: Z\Z.wmdk.lck\E24878.1ck

Write Response

GetInfo Request FILE_INFO/SMB2_FILE_NETWORK_OPEN_INFO File: Z\Z.vmdk.lck)\E248
GetInfo Response

Close Request File: Z\Z.wmdk.lck\E24878.1ck

Session Setup Reguest, NTLMSSP_NEGOTIATE

Setup Response, Error: 5TATUS MORE_PROCESSING REQUIRED, NTLMS5P_CHALLSH
Setup Request, NTLMSSP_AUTH, User: \

Setup Response, Error: STATUS_ACCESS DENIED

Create
Create
Create

SOIPEIIRD P
SEEIPIE IO

Session
Session
session
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